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(57) ABSTRACT

A metering device may be configured to communicate with
other devices on a plurality of metering communication net-
works. To enable such communications across various net-
works, the metering communication device may use an active
utility identifier corresponding to the metering network in
which it is actively communicating. The active utility identi-
fier may be changed to a valid utility identifier corresponding
to another metering network and which may be associated
with the metering communication device itself. The metering
communication device may use the changed active utility
identifier to communicate with other devices on the other
metering network having the valid utility identifier. For
example, the metering communication device may change
the active utility identifier to enable communication a test
network from a production network, a production network to
a test network, or a first test network to a second test network.
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1
TEST MODE SUPPORT FOR METERING
ACCURACY TESTS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Patent Application Ser. No. 61/435,483, filed Jan. 24, 2011,
the contents of which are hereby incorporated by reference in
their entirety.

BACKGROUND

Utilities may use communication systems to read data from
electricity, water, and/or gas meters. These communication
systems and meters may be installed at customer locations
and used to measure consumption and other parameters to
determine a customer’s monthly bill.

Historically, these metering devices are installed in the
field and they are left in the field for the life of the meter,
typically 15-25 years. With the growth of communication
systems and smart meters, functionality may be downloaded
to the meters via remote firmware upgrades. With this capa-
bility, utilities may setup a test system where new firmware
functionality may be tested and verified before being
deployed to a production system used for billing purposes.
This has forced utilities to order different sets of equipment,
one set with a network identifier for the production system
and one or more sets with a network identifier for a test system
or systems.

Utilities have also historically performed metering accu-
racy tests on the various quantities that can be measured by an
electricity meter. With the proliferation of radio communica-
tions, the radio frequency energy generated from the commu-
nication module may have undesired influence on other cir-
cuitry in the electricity meter.

SUMMARY OF THE INVENTION

Various techniques for supporting metering accuracy tests
are disclosed herein, including a method for programming a
communication device, configured to operate in a metering
network, from an active utility identifier to a production util-
ity identifier or a test utility identifier, and a method for
evaluating an impact of radio modes while performing a
metering accuracy test on a communication device. Systems
and apparatuses for carrying out these methods are also dis-
closed.

Exemplary embodiments are directed to methods and
devices for communicating in a metering network. A meter-
ing communication device may receive an active (e.g.,
present) utility identifier of the metering communication
device that corresponds to a metering network. For example,
the active utility identifier may correspond to a production
network or a test network. In an embodiment, the active utility
identifier of the metering communication device is changed to
a received valid utility identifier associated with the metering
communication device. The received valid utility identifier
may be one of one or more valid utility identifiers that enable
the metering communication device to communicate on
another metering network. For example, the metering com-
munication device may communicate with other devices hav-
ing the valid utility identifier, and the valid utility identifier
may correspond to another metering network, such as a pro-
duction network or a test network. Embodiments also may
operate the metering communication device in one or more
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radio test modes while performing one or more metering
accuracy tests on the metering communication device.

An exemplary embodiment is directed to a metering com-
munication device. The metering communication device
comprises a transceiver configured to transmit an active util-
ity identifier to a plurality of metering networks. For example,
the transceiver may transmit radio signals in a production
network and/or a test network. The metering communication
device may further comprise a processor and a memory. The
processor may be in electrical communication with the trans-
ceiver and the memory. The memory may be configured to
store an active utility identifier and a utility configuration
table. The active utility identifier may be used for communi-
cating in an active metering network of the plurality of meter-
ing networks. The utility configuration table may include one
or more valid utility identifiers for communicating in other
metering networks. The processor may be configured to
change the active utility identifier of the metering communi-
cation device to a valid utility identifier of the one or more
valid utility identifiers associated with the metering device.
The changed active utility identifier may enable the metering
communication device to communicate with another meter-
ing network in the plurality of metering networks. The trans-
ceiver may be further configured to operate in one or more
radio test modes. While the transceiver operates in the one or
more radio test modes, the processor may be further config-
ured to perform one or more metering accuracy tests on the
metering communication device.

According to another embodiment, a computer-readable
storage medium is disclosed. The computer-readable storage
medium may store computer-executable instructions for per-
forming steps in a method. The method may comprise receiv-
ing an active utility identifier of the metering communication
device. The active utility identifier may correspond to a
metering network. The metering communication device may
communicate with one or more devices on the metering net-
work having the active utility identifier. One or more valid
utility identifiers associated with the metering communica-
tion device may be received. The one or more valid utility
identifiers may enable the metering communication device to
communicate on another metering network. The computer-
executable instructions may change the active utility identi-
fier of the metering communication device to a valid utility
identifier. The metering communication device, using the
changed active utility identifier, may communicate with one
or more devices on the other meting network having the valid
utility identifier.

Various embodiments may realize certain advantages. For
example, changing a utility identifier of a metering commu-
nication device may allow the metering communication
device to operate in a production network and/or a test net-
work. Additionally, embodiments may allow a metering com-
munication device to operate in a radio test mode while per-
forming metering accuracy tests. Accordingly, embodiments
may have increased flexibility and efficiency.

Other features and advantages of the described embodi-
ments may become apparent from the following detailed
description and accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary, as well as the following detailed
description, is better understood when read in conjunction
with the appended drawings. Exemplary embodiments fur-
ther described herein are illustrated in FIGS. 1-4. However, it
will be understood that the invention is not limited to the
specific embodiments disclosed. In the drawings:
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FIG. 1 is a diagram of an exemplary metering communi-
cation system employing wireless networking;

FIG. 2 expands upon the diagram of FIG. 1 and illustrates
the exemplary metering communication system in greater
detail,

FIG. 3A is a block diagram illustrating an exemplary gate-
keeper (also referred to as a “collector”) of the metering
communication system of FIG. 1;

FIG. 3B is a block diagram illustrating an exemplary
metering device of the metering communication system of
FIG. 1,

FIG. 3C illustrates one embodiment of an outbound data
packet format of the metering communication system illus-
trated in FIGS. 1, 2, 3A and 3B, and FIG. 3D illustrates one
embodiment of an inbound data packet format; and

FIG. 4 is a process flow diagram illustrating an example
method for programming and operating a metering commu-
nication device according to an embodiment.

DETAILED DESCRIPTION

Exemplary embodiments of systems, methods and appara-
tus for enabling metering communication devices to be used
for test purposes and/or productions purposes are provided
herein. It will be understood that the invention is not limited
to the specific embodiments described herein. While certain
details have been provided to illustrate the embodiments
described herein, it is understood that the invention may be
practiced without those specific details. Acronyms and other
terms may be used in the following description, however they
are not intended to limit the scope of the invention as defined
by the appended claims.

The systems, methods and apparatus described herein
enable communication devices in a utility system to support
metering accuracy tests. For example, a utility may change a
network identifier from an active utility identifier to a produc-
tion utility identifier or a test utility identifier. According to
another example, an impact of radio modes may be evaluated
while performing one or more metering accuracy tests on a
communication device.

One example of a metering communication system 110 in
which the systems, methods, and apparatus described herein
may be employed is illustrated in FIGS. 1, 2, and 3A-D. The
description given herein with respect to those figures is for
exemplary purposes only and is not intended in any way to
limit the scope of potential embodiments.

System 110 comprises a plurality of metering communi-
cation devices, or “meters” 114, which may be operable to
sense and record consumption or usage of a service or com-
modity such as, for example, electricity, water, and/or gas.
Meters 114 may be located at customer premises such as, for
example, a home or place of business. Meters 114 may com-
prise circuitry for measuring the consumption of the service
or commodity being consumed at their respective locations
and for generating data reflecting the consumption, as well as
other data related thereto. Meters 114 may also comprise
circuitry for wirelessly transmitting data generated by the
meter to a remote location. Meters 114 may further comprise
circuitry for receiving data, commands or instructions wire-
lessly. Meters that are operable to both receive and transmit
data may be referred to as “bi-directional” or “two-way”
meters (or nodes), while meters that are only capable of
transmitting data may be referred to as “transmit-only” or
“one-way” meters. In bi-directional meters, the circuitry for
transmitting and receiving may comprise a transceiver. In an
illustrative embodiment, meters 114 may be, for example,
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electricity meters manufactured by Elster Solutions, LL.C and
marketed under the trade name REX.

System 110 further comprises collectors 116. In one
embodiment, collectors 116 are also meters operable to detect
and record usage of a service or commodity such as, for
example, electricity, water, and/or gas. In addition, collectors
116 may be operable to send data to and receive data from
meters 114. Thus, like the meters 114, the collectors 116 may
comprise both circuitry for measuring the consumption of a
service or commodity and for generating data reflecting the
consumption and circuitry for transmitting and receiving
data. In one embodiment, collector 116 and meters 114 may
communicate with and amongst one another using any one of
several wireless techniques such as, for example, frequency
hopping spread spectrum (FHSS) and/or direct sequence
spread spectrum (DSSS). Collectors 116 are also sometimes
referred to as “gatekeepers.”

A collector 116 and the meters 114 with which it commu-
nicates may define a subnet or local area network (LAN) 120
of'system 110. In one embodiment, each subnet or LAN may
define a controlled, wireless mesh network with the collector
116 (gatekeeper) of that LAN effectively controlling the
mesh network. Further details of how such a LAN is initial-
ized, defined and maintained are described hereinafter.

As used herein, a collector 116 and the meters 114 with
which it communicates may be referred to as “nodes” in the
subnet/ILAN 120. In each subnet/LLAN 120, each meter trans-
mits data related to consumption of the commodity being
metered at the meter’s location. The collector 116 may
receive the data transmitted by each meter 114, effectively
“collecting” it, and then periodically transmits the data from
the meters in the subnet/LLAN 120 to a data collection server
206. The data collection server 206 stores the data for analysis
and preparation of bills, for example. The data collection
server 206 may be a specially programmed general purpose
computing system and may communicate with collectors 116
via a network 112. The network 112 may comprise any form
of network, including a wireless network or a fixed-wire
network, such as a local area network (LAN), a wide area
network (WAN), the Internet, an intranet, a telephone net-
work, such as the public switched telephone network (PSTN),
a Frequency Hopping Spread Spectrum (FHSS) radio net-
work, a mesh network, a Wi-Fi (802.11) network, a Wi-Max
(802.16) network, a land line (POTS) network, a TCP/IP
network, a W-WAN, a GPRS network, a CDMA network, a
Fiber network, or any combination of the above.

Referring now to FIG. 2, further details of the metering
communication system 110 are shown. Typically, the system
will be operated by a utility company or a company providing
information technology services to a utility company. In FIG.
2, some or all of the components illustrated in dashed-box 200
may be referred to a utility’s “operations center,” “head-end,”
or similar name. As shown, the operations center 200 may
comprise a network management server 202, a network man-
agement system (NMS) 204 and the data collection server
206 that together manage one or more subnets/[LANs 120 and
their constituent nodes. The NMS 204 tracks changes in net-
work state, such as new nodes registering/unregistering with
the system 110, node communication paths changing, etc.
This information is collected for each subnet/L AN 120 and is
detected and forwarded to the network management server
202 and data collection server 206.

Each of the meters 114 and collectors 116 is assigned an
identifier (LAN ID) that uniquely identifies that meter or
collector on its subnet/LAN 120. In this embodiment, com-
munication between nodes (e.g., the collectors and meters)
and the communication system 110 is accomplished using the
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LAN ID. However, it is preferable for operators of a utility to
query and communicate with the nodes using their own iden-
tifiers. To this end, a marriage file 208 may be used to corre-
late a utility’s identifier for a node (e.g., a utility serial num-
ber) with both a manufacturer serial number (e.g., a serial
number assigned by the manufacturer of the meter) and the
LAN ID foreach node in the subnet/LLAN 120. In this manner,
the utility may refer to the meters and collectors by the utili-
ty’s identifier, while the system may employ the LAN ID for
the purpose of designating particular meters during system
communications.

A device configuration database 210 stores configuration
information regarding the nodes. For example, in the meter-
ing communication system 110, the device configuration
database may include data regarding time of use (TOU)
switchpoints, etc. for the meters 114 and collectors 116 com-
municating in the system 110. A data collection requirements
database 212 includes information regarding the data to be
collected on a per node basis. For example, a utility may
specify that metering data such as load profile, demand, TOU,
etc. is to be collected from particular meter(s) 114a. Reports
214 including information on the network configuration may
be automatically generated or in accordance with a utility
request.

The network management system (NMS) 204 may main-
tain a database describing the current state of the global fixed
network system (current network state 226) and a database
describing the historical state of the system (historical net-
work state 222). The current network state 226 contains data
regarding current meter-to-collector assignments, etc. for
each subnet/LAN 120. The historical network state 222 is a
database from which the state of the network at a particular
point in the past may be reconstructed. The NMS 204 is
responsible for, amongst other things, providing reports 214
about the state of the network. The NMS 204 may be accessed
via an API 220 that is exposed to a user interface 216 and a
Customer Information System (CIS) 218. Other external
interfaces may also be implemented. In addition, the data
collection requirements stored in the database 212 may be set
via the user interface 216 or CIS 218.

The data collection server 206 may collect data from the
nodes (e.g., collectors 116) and store the data in a database
224. The data may include metering information, such as
energy consumption, and may be used for billing purposes,
etc. by a utility provider.

The network management server 202, network manage-
ment system 204 and data collection server 206 communicate
with the nodes in each subnet/LAN 120 via network 112.

FIG. 3A is a block diagram illustrating further details of
one embodiment of a collector 116. Although certain compo-
nents are designated and discussed with reference to FIG. 3A,
it should be appreciated that such designations and discussion
are not limiting. In fact, various other components typically
found in an electronic meter may be a part of collector 116,
but have not been shown in FIG. 3 A for the purposes of clarity
and brevity. Also, other components may be used to accom-
plish the operation of collector 116. The components that are
shown and the functionality described for collector 116 are
provided as examples, and are not meant to be exclusive of
other components or other functionality.

As shown in FIG. 3A, collector 116 may comprise meter-
ing circuitry 304 that performs measurement of consumption
of a service or commodity and a processor 305 that controls
the overall operation of the metering functions of the collector
116. The collector 116 may further comprise a display 310 for
displaying information such as measured quantities and
meter status and a memory 312 for storing data. The collector
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116 further comprises wireless LAN communications cir-
cuitry 306 for communicating wirelessly with the meters 114
in a subnet/L AN and a network interface 308 for communi-
cation over the network 112.

In an embodiment, the metering circuitry 304, processor
305, display 310 and memory 312 may be implemented using
an A3 ALPHA meter available from Elster Solutions, LLC. In
that embodiment, the wireless LAN communications cir-
cuitry 306 may be implemented by a LAN Option Board (e.g.,
a 900 MHz two-way radio) installed within the A3 ALPHA
meter, and the network interface 308 may be implemented by
a WAN Option Board (e.g., atelephone modem) also installed
within the A3 ALPHA meter. In this embodiment, the WAN
Option Board 308 may route messages from network 112 (via
interface port 302) to either the meter processor 305 or the
LAN Option Board 306. LAN Option Board 306 may use a
transceiver (not shown), for example a 900 MHz radio, to
communicate data to meters 114. Also, LAN Option Board
306 may have sufficient memory to store data received from
meters 114. This data may include, but is not limited to the
following: current billing data (e.g., the present values stored
and displayed by meters 114), previous billing period data,
previous season data, and load profile data.

LAN Option Board 306 may be capable of synchronizing
it’s time to a real time clock (not shown) in A3 ALPHA meter,
thereby synchronizing the LAN reference time to the time in
the meter. The processing necessary to carry out the commu-
nication functionality and the collection and storage of meter-
ing data of the collector 116 may be handled by the processor
305 and/or additional processors (not shown) in the LAN
Option Board 306 and/or the WAN Option Board 308.

The responsibility of a collector 116 is wide and varied.
Generally, collector 116 may be responsible for managing,
processing and routing data communicated between the col-
lector and network 112 and between the collector and meters
114. Collector 116 may continually or intermittently read the
current data from meters 114 and store the data in a database
(not shown) in collector 116. Such current data may include
but is not limited to the total kWh usage, the Time-Of-Use
(TOU) kWh usage, peak kW demand, and other energy con-
sumption measurements and status information. Collector
116 also may read and store previous billing and previous
season data from meters 114 and store the data in the database
in collector 116. The database may be implemented as one or
more tables of data within the collector 116.

In an embodiment, the LAN Option Board 306 may
employ a CC1110 chip available from Texas Instruments
Incorporated® to implement its wireless transceiver func-
tionality. The CC1110 chip has a built-in Received Signal
Strength Indication (RSSI) capability that provides a mea-
surement of the power present in a received radio signal.

FIG. 3Bisablock diagram of an exemplary embodiment of
ameter 114 that may operate in the system 110 of FIGS. 1 and
2. As shown, the meter 114 comprises metering circuitry 304'
for measuring the amount of a service or commodity that is
consumed, a processor 305' that controls the overall functions
of the meter, a display 310' for displaying meter data and
status information, and a memory 312' for storing data and
program instructions. The meter 114 further comprises wire-
less communications circuitry 306', such as a transceiver, for
transmitting and receiving data to/from other meters 114 or a
collector 116. The wireless communication circuitry 306'
may comprise, for example, the aforementioned CC1110
chip available from Texas Instruments Incorporated®.

Referring again to FIG. 1, in an embodiment, a collector
116 directly communicates with a subset of the plurality of
meters 114 in its particular subnet/LAN. Meters 114 with
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which collector 116 directly communicates may be referred
to as “level one” meters 114a. The level one meters 114a are
said to be one “hop” from the collector 116. Communications
between collector 116 and meters 114 other than level one
meters 114a are relayed through the level one meters 114a.
Thus, the level one meters 114a may operate as repeaters for
communications between collector 116 and meters 114
located further away in subnet 120.

Each level one meter 114a may be in range to directly
communicate with a subset of the remaining meters 114 in the
subnet 120. The meters 114 with which the level one meters
114a directly communicate may be referred to as level two
meters 1145. Level two meters 1145 are one “hop” from level
one meters 114a, and therefore two “hops” from collector
116. Level two meters 1145 operate as repeaters for commu-
nications between the level one meters 114a and meters 114
located further away from collector 116 in the subnet 120.

While three levels of meters are shown (collector 116, first
level 114a, second level 1145) in FIG. 1, a subnet 120 may
comprise any number of levels of meters 114. For example, a
subnet 120 may comprise one level of meters but might also
comprise eight, sixteen, thirty-two or even more levels of
meters 114. In an embodiment, as many as 2048 or more
meters may be registered with a single collector 116.

As mentioned herein, in an embodiment, each meter 114
and collector 116 that is installed in the system 110 may have
a unique identifier (LAN ID) stored thereon that uniquely
identifies the device from the other devices in the system 110.
Additionally, meters 114 operating in a subnet 120 may com-
prise information including the following: data identifying
the collector with which the meter is registered; the level in
the subnet at which the meter is located; the repeater meter at
the prior level with which the meter communicates to send
and receive data to/from the collector; an identifier indicating
whether the meter is a repeater for other nodes in the subnet;
and/or if the meter operates as a repeater, the identifier that
uniquely identifies the repeater within the particular subnet,
and the number of meters for which it is a repeater. In one
embodiment, collectors 116 have stored thereon this same
data for meters 114 that are registered therewith. Thus, col-
lector 116 comprises data identifying the nodes registered
therewith as well as data identifying the registered path by
which data is communicated from the collector to each such
node. Each meter 114 therefore has a designated communi-
cations path to the collector that is either a direct path (e.g., all
level one nodes) or an indirect path through one or more
intermediate nodes that serve as repeaters.

In an embodiment, information is transmitted in the form
of packets. For most network tasks such as, for example,
reading meter data, collector 116 communicates with meters
114 in the subnet 120 using point-to-point transmissions. For
example, a message or instruction from collector 116 may be
routed through the designated set of repeaters to the desired
meter 114. Similarly, a meter 114 may communicate with
collector 116 through the same set of repeaters, but in reverse.

In some instances, however, collector 116 may quickly
communicate information to the meters 114 located in its
subnet 120. Accordingly, collector 116 may issue a broadcast
message that is meant to reach all nodes in the subnet 120. The
broadcast message may be referred to as a “flood broadcast
message.” A flood broadcast may originate at collector 116
and propagates through the entire subnet 120 one level at a
time. For example, collector 116 may transmit a flood broad-
cast to all first level meters 114a. The first level meters 114a
that receive the message pick a random time slot and retrans-
mit the broadcast message to second level meters 1145. Any
second level meter 1145 can accept the broadcast, thereby
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providing better coverage from the collector out to the end
point meters. Similarly, the second level meters 1145 that
receive the broadcast message may pick a random time slot
and communicate the broadcast message to third level meters.
This process may continue out until the end nodes of the
subnet. Thus, a broadcast message gradually propagates out-
ward from the collector to the nodes of the subnet 120.

The flood broadcast packet header may include informa-
tion to prevent nodes from repeating the flood broadcast
packet more than once per level. For example, within a flood
broadcast message, a field might exist that indicates to
meters/nodes which receive the message, the level of the
subnet the message is located; nodes at that particular level
may re-broadcast the message to the next level. If the collec-
tor broadcasts a flood message with a level of 1, level 1 nodes
may respond. Prior to re-broadcasting the flood message, the
level 1 nodes increment the field to 2 so that level 2 nodes
respond to the broadcast. Information within the flood broad-
cast packet header ensures that a flood broadcast will even-
tually die out.

Generally, a collector 116 issues a flood broadcast several
times, e.g. five times, successively to increase the probability
that all meters in the subnet 120 receive the broadcast. A delay
is introduced before each new broadcast to allow the previous
broadcast packet time to propagate through all levels of the
subnet.

Meters 114 may have a clock formed therein. However,
meters 114 often undergo power interruptions that can inter-
fere with the operation of any clock therein. Accordingly, it
may not be possible to rely upon the clocks internal to meters
114 to provide accurate time readings. Having the correct
time may be necessary, however, when time of use metering
is being employed. Indeed, in an embodiment, time of use
schedule data may also be comprised in the same broadcast
message as the time. Accordingly, collector 116 periodically
flood broadcasts the real time to meters 114 in subnet 120.
Meters 114 use the time broadcasts to stay synchronized with
the rest of the subnet 120. In an illustrative embodiment,
collector 116 broadcasts the time every 15 minutes. The
broadcasts may be made near the middle of 15 minute clock
boundaries that are used in performing load profiling and time
of'use (TOU) schedules so as to minimize time changes near
these boundaries. Maintaining time synchronization is
important to the proper operation of the subnet 120. Accord-
ingly, lower priority tasks performed by collector 116 may be
delayed while the time broadcasts are performed.

In an illustrative embodiment, the flood broadcasts trans-
mitting time data may be repeated, for example, five times, so
as to increase the probability that all nodes receive the time.
Furthermore, where time of use schedule data is communi-
cated in the same transmission as the timing data, the subse-
quent time transmissions allow a different piece of the time of
use schedule to be transmitted to the nodes.

Exception messages may be used in subnet 120 to transmit
unexpected events that occur at meters 114 to collector 116.
In an embodiment, the first 4 seconds of every 32-second
period may be allocated as an exception window for meters
114 to transmit exception messages. Meters 114 may transmit
their exception messages early enough in the exception win-
dow so the message has time to propagate to collector 116
before the end of the exception window. Collector 116 may
process the exceptions after the 4-second exception window.
Generally, a collector 116 acknowledges exception mes-
sages, and the collector 116 waits until the end of the excep-
tion window to send this acknowledgement.

In an illustrative embodiment, exception messages may be
configured as one of three different types of exception mes-
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sages: local exceptions, which are handled directly by the
collector 116 without intervention from data collection server
206; an immediate exception, which is generally relayed to
data collection server 206 under an expedited schedule; and a
daily exception, which is communicated to the data collection
server 206 on a regular schedule.

Exceptions may be processed as follows. When an excep-
tion is received at collector 116, the collector 116 identifies
the type of exception that has been received. If a local excep-
tion has been received, collector 116 takes an action to rem-
edy the problem. For example, when collector 116 receives an
exception requesting a “node scan request” such as discussed
herein, collector 116 transmits a command to initiate a scan
procedure to the meter 114 from which the exception was
received.

Ifan immediate exception type has been received, collector
116 may make a record of the exception. An immediate
exception might identify, for example, that there has been a
power outage. Collector 116 may log the receipt of the excep-
tion in one or more tables or files. In an illustrative example,
a record of receipt of an immediate exception is made in a
table which may be referred to as the “Immediate Exception
Log Table.” Collector 116 may then wait a set period of time
before taking further action with respect to the immediate
exception. For example, collector 116 may wait 64 seconds.
This delay period may allow the exception to be corrected
before communicating the exception to the data collection
server 206. For example, where a power outage was the cause
of the immediate exception, collector 116 may wait a set
period of time to allow for receipt of a message indicating the
power outage has been corrected.

If the exception has not been corrected, collector 116 may
communicate the immediate exception to data collection
server 206. For example, collector 116 may initiate a dial-up
connection with data collection server 206 and download the
exception data. After reporting an immediate exception to
data collection server 206, collector 116 may delay reporting
any additional immediate exceptions for a period of time such
as ten minutes for example. This may be to avoid reporting
exceptions from other meters 114 that relate to, or have the
same cause as, the exception that was just reported.

If a daily exception was received, the exception may be
recorded in a file or a database table. Generally, daily excep-
tions are occurrences in the subnet 120 that may be reported
to data collection server 206, but are not so urgent that they
may be communicated immediately. For example, when col-
lector 116 registers a new meter 114 in subnet 120, collector
116 records a daily exception identifying that the registration
has taken place. In an illustrative embodiment, the exception
is recorded in a database table referred to as the “Daily Excep-
tion Log Table” Collector 116 communicates the daily
exceptions to data collection server 206. Generally, collector
116 may communicate the daily exceptions once every 24
hours.

In an embodiment, a collector may assign designated com-
munications paths to meters with bi-directional communica-
tion capability, and may change the communication paths for
previously registered meters if conditions warrant. For
example, when a collector 116 is initially brought into system
110, it may identify and register meters in its subnet 120. A
“node scan” refers to a process of communication between a
collector 116 and meters 114 whereby the collector may
identify and register new nodes in a subnet 120 and allow
previously registered nodes to switch paths. A collector 116
can implement a node scan on the entire subnet, referred to as
a “full node scan,” or a node scan can be performed on
specially identified nodes, referred to as a “single node scan.”
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A full node scan may be performed, for example, when a
collector is first installed. The collector 116 identifies and
registers nodes from which it will collect usage data. The
collector 116 may initiate a node scan by broadcasting a
request, which may be referred to as a Node Scan Procedure
request. Generally, the Node Scan Procedure request directs
that all unregistered meters 114 or nodes that receive the
request respond to the collector 116. The request may com-
prise information such as the unique address of the collector
that initiated the procedure. The signal by which collector 116
transmits this request may have limited strength and therefore
may be detected at meters 114 that are in proximity of col-
lector 116. Meters 114 that receive the Node Scan Procedure
request respond by transmitting their unique identifier as well
as other data.

For each meter from which the collector receives a
response to the Node Scan Procedure request, the collector
tries to qualify the communications path to that meter before
registering the meter with the collector. That is, before regis-
tering a meter, the collector 116 attempts to determine
whether data communications with the meter will be suffi-
ciently reliable. In one embodiment, the collector 116 deter-
mines whether the communication path to a responding meter
is sufficiently reliable by comparing a Received Signal
Strength Indication (RSSI) value (e.g., a measurement of the
received radio signal strength) measured with respect to the
received response from the meter to a selected threshold
value. For example, the threshold value may be —-60 dBm.
RSSI values above this threshold would be deemed suffi-
ciently reliable. In another embodiment, qualification is per-
formed by transmitting a predetermined number of additional
packets to the meter, such as ten packets, and counting the
number of acknowledgements received back from the meter.
If the number of acknowledgments received is greater than or
equal to a selected threshold (e.g., 8 out of 10), then the path
is considered to be reliable. In other embodiments, a combi-
nation of the two qualification techniques may be employed.

If the qualification threshold is not met, the collector 116
may add an entry for the meter to a “Straggler Table.” The
entry may include the meter’s LAN ID, its qualification score
(e.g., S outof 10; or its RSSI value), its level (in this case level
one) and/or the unique ID of its parent (in this case the
collector’s ID).

If the qualification threshold is met or exceeded, the col-
lector 116 may register the node. Registering a meter 114
comprises updating a list of the registered nodes at collector
116. For example, the list may be updated to identify the
meter’s system-wide unique identifier and the communica-
tion path to the node. Collector 116 also records the meter’s
level in the subnet (i.e. whether the meter is a level one node,
level two node, etc.), whether the node operates as a repeater,
and if so, the number of meters for which it operates as a
repeater. The registration process further comprises transmit-
ting registration information to the meter 114. For example,
collector 116 may forward to meter 114 an indication that it is
registered, the unique identifier of the collector with which it
is registered, the level the meter exists at in the subnet, and/or
the unique identifier of its parent meter that may serve as a
repeater for messages the meter may send to the collector. In
the case of a level one node, the parent is the collector itself.
The meter stores this data and begins to operate as part of the
subnet by responding to commands from its collector 116.

Qualification and registration continues for each meter that
responds to the collector’s initial Node Scan Procedure
request. The collector 116 may rebroadcast the Node Scan
Procedure additional times so as to insure that all meters 114
that may receive the Node Scan Procedure have an opportu-
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nity for their response to be received and the meter qualified
as a level one node at collector 116.

The node scan process may continue by performing a simi-
lar process as that described above at each of the now regis-
tered level one nodes. This process may result in the identi-
fication and registration of level two nodes. After the level two
nodes are identified, a similar node scan process may be
performed at the level two nodes to identify level three nodes,
and so on.

Specifically, to identify and register meters that may
become level two meters, for each level one meter, in succes-
sion, the collector 116 transmits a command to the level one
meter, which may be referred to as an “Initiate Node Scan
Procedure” command. This command instructs the level one
meter to perform its own node scan process. The request may
comprise several data items that the receiving meter may use
in completing the node scan. For example, the request may
comprise the number of timeslots available for responding
nodes, the unique address of the collector that initiated the
request, and a measure of the reliability of the communica-
tions between the target node and the collector. As described
below, the measure of reliability may be employed during a
process for identifying more reliable paths for previously
registered nodes.

The meter that receives the Initiate Node Scan Procedure
request responds by performing a node scan process similar
to that described above. More specifically, the meter broad-
casts a request to which all unregistered nodes may respond.
The request comprises the number of timeslots available for
responding nodes (which is used to set the period for the node
to wait for responses), the unique address of the collector that
initiated the node scan procedure, a measure of the reliability
of the communications between the sending node and the
collector (which may be used in the process of determining
whether a meter’s path may be switched as described below),
the level within the subnet of the node sending the request,
and an RSSI threshold (which may also be used in the process
of determining whether a registered meter’s path may be
switched). The meter issuing the node scan request may wait
for and receive responses from unregistered nodes. For each
response, the meter may store in memory the unique identifier
of the responding meter. This information is then transmitted
to the collector.

For each unregistered meter that responded to the node
scan issued by the level one meter, the collector attempts
again to determine the reliability of the communication path
to that meter. In one embodiment, the collector may send a
“Qualify Nodes Procedure” command to the level one node
which may instruct the level one node to transmit a predeter-
mined number of additional packets to the potential level two
node and to record the number of acknowledgements
received back from the potential level two node. This quali-
fication score (e.g., 8 out of 10) may then be transmitted back
to the collector, which may again compare the score to a
qualification threshold. In other embodiments, other mea-
sures of the communications reliability may be provided,
such as an RSSI value.

If the qualification threshold is not met, then the collector
may add an entry for the node in the Straggler Table, as
discussed above. However, if there already is an entry in the
Straggler Table for the node, the collector may update that
entry if the qualification score for this node scan procedure is
better than the recorded qualification score from the prior
node scan that resulted in an entry for the node.

If the qualification threshold is met or exceeded, the col-
lector 116 registers the node. Again, registering a meter 114 at
level two comprises updating a list of the registered nodes at

10

15

20

25

30

35

40

45

50

55

60

65

12

collector 116. For example, the list may be updated to identify
the meter’s unique identifier and the level of the meter in the
subnet. Additionally, the collector’s 116 registration informa-
tion may be updated to reflect that the meter 114 from which
the scan process was initiated is identified as a repeater (or
parent) for the newly registered node. The registration pro-
cess further comprises transmitting information to the newly
registered meter as well as the meter that will serve as a
repeater for the newly added node. For example, the node that
issued the Initiate Node Scan Procedure request may be
updated to identify that it operates as a repeater and, if it was
previously registered as a repeater, increments a data item
identifying the number of nodes for which it serves as a
repeater. Thereafter, collector 116 may forward to the newly
registered meter an indication that it is registered, an identi-
fication of the collector 116 with which it is registered, the
level the meter exists at in the subnet, and/or the unique
identifier of the node that will serve as its parent, or repeater,
when it communicates with the collector 116.

The collector may then perform the same qualification
procedure for each other potential level two node that
responded to the level one node’s node scan request. Once
that process is completed for the first level one node, the
collector initiates the same procedure at each other level one
node until the process of qualifying and registering level two
nodes has been completed at each level one node. Once the
node scan procedure has been performed by each level one
node, resulting in a number of level two nodes being regis-
tered with the collector, the collector may then send the Ini-
tiate Node Scan Procedure request to each level two node, in
turn. Each level two node will then perform the same node
scan procedure as performed by the level one nodes, poten-
tially resulting in the registration of a number of level three
nodes. The process may then be performed at each successive
node, until a maximum number of levels is reached (e.g.,
seven levels) or no unregistered nodes are left in the subnet.

It will be appreciated that in the present embodiment, dur-
ing the qualification process for a given node at a given level,
the collector qualifies the last “hop.” For example, if an unreg-
istered node responds to a node scan request from a level four
node, and therefore, becomes a potential level five node, the
qualification score for that node may be based on the reliabil-
ity of communications between the level four node and the
potential level five node (e.g., packets transmitted by the level
four node versus acknowledgments received from the poten-
tial level five node), not based on any measure of the reliabil-
ity of the communications over the full path from the collector
to the potential level five node. In other embodiments, of
course, the qualification score could be based on the full
communication path.

At some point, each meter will have an established com-
munication path to the collector which will be either a direct
path (e.g., level one nodes) or an indirect path through one or
more intermediate nodes that serve as repeaters. If during
operation of the network, a meter registered in this manner
fails to perform adequately, it may be assigned a different path
or possibly to a different collector as described herein.

As previously mentioned, a full node scan may be per-
formed when a collector 116 is first introduced to a network.
At the conclusion of the full node scan, a collector 116 will
have registered a set of meters 114 with which it communi-
cates and reads metering data. Full node scans might be
periodically performed by an installed collector to identify
new meters 114 that have been brought on-line since the last
node scan and to allow registered meters to switch to a dif-
ferent path.
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In addition to the full node scan, collector 116 may also
perform a process of scanning specific meters 114 in the
subnet 120, which is referred to as a “single node scan.” For
example, collector 116 may issue a specific request to a meter
114 to perform a node scan outside of a full node scan when
on a previous attempt to scan the node, the collector 116 was
unable to confirm that the particular meter 114 received the
node scan request. Also, a collector 116 may request a single
node scan of ameter 114 when during the course of a full node
scan the collector 116 was unable to read the node scan data
from the meter 114. Similarly, a single node scan may be
performed when an exception procedure requesting an imme-
diate node scan is received from a meter 114.

The system 110 may automatically reconfigure to accom-
modate a new meter 114 that may be added. More particu-
larly, the system may identify that the new meter has begun
operating and identifies a path to a collector 116 that will
become responsible for collecting the metering data. Specifi-
cally, the new meter may broadcast an indication that it is
unregistered. In one embodiment, this broadcast might be, for
example, embedded in, or relayed as part of a request for an
update of the real time as described above. The broadcast may
be received at one of the registered meters 114 in proximity to
the meter that is attempting to register. The registered meter
114 forwards the time to the meter that is attempting to
register. The registered node may also transmit an exception
request to its collector 116 requesting that the collector 116
implement a node scan, which presumably will locate and
register the new meter. The collector 116 may then transmit a
request that the registered node perform a node scan. The
registered node may perform the node scan, during which it
requests that the unregistered nodes respond. Presumably, the
newly added, unregistered meter will respond to the node
scan. When it does, the collector may then attempt to qualify
and then register the new node in the same manner as
described above.

Once a communication path between the collector and a
meter is established, the meter can begin transmitting its
meter data to the collector and the collector can transmit data
and instructions to the meter. Data transmission between a
collector and the meters in its subnet are, in one embodiment,
performed in accordance with the following communications
protocol. Inthis protocol, data is transmitted in packets. “Out-
bound” packets are packets transmitted from the collector to
a meter at a given level. In an embodiment, as illustrated in
FIG. 3C, outbound packets include the following fields, but
other fields may also be included:

Length—the length of the packet;

SrcAddr—source address—in this case, the LAN ID of the

collector;

DestAddr—the LAN ID of the meter to which the packet is
addressed;

RptPath—the communication path to the destination meter
(i.e., the list of identifiers of each repeater in the path
from the collector to the destination node); and

Data—the payload of the packet.

The packet may also include integrity check information
(e.g., CRC), a pad to fill-out unused portions of the packet and
other control information. When the packet is transmitted
from the collector, it may be forwarded on to the destination
meter by those repeater meters whose identifiers appear in the
RptPath field. Other meters may receive the packet, but
meters that are not listed in the path identified in the RptPath
field may not repeat the packet.

“Inbound” packets are packets transmitted from a meter at
a given level to the collector. In one embodiment, as illus-
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trated in FIG. 3D, inbound packets include the following
fields, but other fields may also be included:

Length—the length of the packet;

SrcAddr—source address—the LAN ID of the meter that

initiated the packet;

DestAddr—the LAN ID of the collector to which the

packet is to be transmitted;

RptAddr—an identifier of the parent node that serves as the

next repeater for the sending node;

Data—the payload of the packet;

Because each meter knows the identifier of its parent node
(e.g., the node in the next lower level that serves as a repeater
for the present node), an inbound packet may identity who is
the next parent. When a node receives an inbound packet, it
may check to see if the RptAddr matches its own identifier. If
not, it discards the packet. If so, it knows that it is supposed to
forward the packet on toward the collector. The node may
then replace the RptAddr field with the identifier of its own
parent and transmit the packet so that its parent will receive it.
This process may continue through each repeater at each
successive level until the packet reaches the collector.

For example, suppose a meter at level three initiates trans-
mission of a packet destined for its collector. The level three
node may insert in the RptAddr field of the inbound packet the
identifier of the level two node that serves as a repeater for the
level three node. The level three node may then transmit the
packet. Several level two nodes may receive the packet, but
the level two node having an identifier that matches the iden-
tifier in the RptAddr field of the packet may be the one to
acknowledge it. The others may discard it. When the level two
node with the matching identifier receives the packet, it may
replace the RptAddr field of the packet with the identifier of
the level one node that serves as a repeater for that level two
node, and the level two node may then transmit the packet.
This time, the level one node having the identifier that
matches the RptAddr field may receive the packet. The level
one node may insert the identifier of the collector in the
RptAddr field and may transmit the packet. The collector may
then receive the packet to complete the transmission.

A collector 116 may periodically retrieve meter data from
the meters that are registered with it. For example, meter data
may be retrieved from a meter every 4 hours. Where there is
aproblem with reading the meter data on the regularly sched-
uled interval, the collector may try to read the data again
before the next regularly scheduled interval. Nevertheless,
there may be instances wherein the collector 116 is unable to
read metering data from a particular meter 114 for a pro-
longed period oftime. The meters 114 may store an indication
of' when they are read by their collector 116 and keep track of
the time since their data has last been collected by the collec-
tor 116. If the length of time since the last reading exceeds a
defined threshold, such as for example, 18 hours, presumably
a problem has arisen in the communication path between the
particular meter 114 and the collector 116. Accordingly, the
meter 114 changes its status to that of an unregistered meter
and attempts to locate a new path to a collector 116 via the
process described above for a new node. Thus, the exemplary
system is operable to reconfigure itself to address inadequa-
cies in the system.

In some instances, while a collector 116 may be able to
retrieve data from a registered meter 114 occasionally, the
level of success in reading the meter may be inadequate. For
example, if a collector 116 attempts to read meter data from a
meter 114 every 4 hours but is able to read the data, for
example, only 70 percent of the time or less, it may be desir-
able to find a more reliable path for reading the data from that
particular meter. Where the frequency of reading data from a
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meter 114 falls below a desired success level, the collector
116 may transmit a message to the meter 114 to respond to
node scans going forward. The meter 114 may remain regis-
tered but will respond to node scans in the same manner as an
unregistered node as described above. In other embodiments,
the registered meters may be permitted to respond to node
scans, but a meter may respond to a node scan ifthe path to the
collector through the meter that issued the node scan is shorter
(i.e., less hops) than the meter’s current path to the collector.
A lesser number of hops is assumed to provide a more reliable
communication path than a longer path. A node scan request
may identify the level of the node that transmits the request,
and using that information, an already registered node that is
permitted to respond to node scans can determine if a poten-
tial new path to the collector through the node that issued the
node scan is shorter than the node’s current path to the col-
lector.

If an already registered meter 114 responds to a node scan
procedure, the collector 116 recognizes the response as origi-
nating from a registered meter but that by re-registering the
meter with the node that issued the node scan, the collector
may be able to switch the meter to a new, more reliable path.
The collector 116 may verify that the RSSI value of the node
scan response exceeds an established threshold. Ifit does not,
the potential new path may be rejected. However, if the RSSI
threshold is met, the collector 116 will request that the node
that issued the node scan perform the qualification process
described herein (e.g., send a predetermined number of pack-
ets to the node and count the number of acknowledgements
received). If the resulting qualification score satisfies a
threshold, then the collector may register the node with the
new path. The registration process comprises updating the
collector 116 and meter 114 with data identifying the new
repeater (e.g., the node that issued the node scan) with which
the updated node may now communicate. Additionally, if the
repeater has not previously performed the operation of a
repeater, the repeater may need to be updated to identify that
it is a repeater. Likewise, the repeater with which the meter
previously communicated is updated to identify that it is no
longer a repeater for the particular meter 114. In other
embodiments, the threshold determination with respect to the
RSSIvalue may be omitted. In such embodiments, the quali-
fication of the last “hop” (e.g., sending a predetermined num-
ber of packets to the node and counting the number of
acknowledgements received) will be performed to determine
whether to accept or reject the new path.

In some instances, a more reliable communication path for
a meter may exist through a collector other than that with
which the meter is registered. A meter may automatically
recognize the existence of the more reliable communication
path, switch collectors, and notify the previous collector that
the change has taken place. The process of switching the
registration of a meter from a first collector to a second
collector begins when a registered meter 114 receives a node
scan request from a collector 116 other than the one with
which the meter is presently registered. Typically, a registered
meter 114 does not respond to node scan requests. However,
if the request is likely to result in a more reliable transmission
path, even a registered meter may respond. Accordingly, the
meter determines if the new collector offers a potentially
more reliable transmission path. For example, the meter 114
may determine if the path to the potential new collector 116
comprises fewer hops than the path to the collector with
which the meter is registered. If not, the path may not be more
reliable and the meter 114 may not respond to the node scan.
The meter 114 might also determine if the RSSI of the node
scan packet exceeds an RSSI threshold identified in the node
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scan information. If so, the new collector may offer a more
reliable transmission path for meter data. If not, the transmis-
sion path may not be acceptable and the meter may not
respond. Additionally, if the reliability of communication
between the potential new collector and the repeater that
would service the meter meets a threshold established when
the repeater was registered with its existing collector, the
communication path to the new collector may be more reli-
able. Ifthe reliability does not exceed this threshold, however,
the meter 114 may not respond to the node scan.

If it is determined that the path to the new collector may be
better than the path to its existing collector, the meter 114 may
respond to the node scan. Included in the response is infor-
mation regarding any nodes for which the particular meter
may operate as a repeater. For example, the response might
identify the number of nodes for which the meter serves as a
repeater.

The collector 116 may then determine if it has the capacity
to service the meter and any meters for which it operates as a
repeater. If not, the collector 116 may not respond to the meter
that is attempting to change collectors. If, however, the col-
lector 116 determines that it has capacity to service the meter
114, the collector 116 stores registration information about
the meter 114. The collector 116 may then transmit a regis-
tration command to meter 114. The meter 114 updates its
registration data to identify that it is now registered with the
new collector. The collector 116 may then communicate
instructions to the meter 114 to initiate a node scan request.
Nodes that are unregistered, or thathad previously used meter
114 as arepeater respond to the request to identify themselves
to collector 116. The collector may register these nodes as is
described herein in connection with registering new meters/
nodes.

Under some circumstances it may be desirable to change a
collector. For example, a collector may be malfunctioning
and may be taken off-line. Accordingly, a new communica-
tion path may be provided for collecting meter data from the
meters serviced by the particular collector. The process of
replacing a collector is performed by broadcasting a message
to unregister, usually from a replacement collector, to the
meters that are registered with the collector that is being
removed from service. In one embodiment, registered meters
may be programmed to respond to commands from the col-
lector with which they are registered. Accordingly, the com-
mand to unregister may comprise the unique identifier of the
collector that is being replaced. In response to the command
to unregister, the meters begin to operate as unregistered
meters and respond to node scan requests. To allow the com-
mand to unregister to propagate through the subnet, when a
node receives the command it may not unregister immedi-
ately, but rather remain registered for a defined period, which
may be referred to as the “Time to Live”. During this time to
live period, the nodes continue to respond to application layer
and immediate retries allowing the unregister command to
propagate to all nodes in the subnet. Ultimately, the meters
register with the replacement collector using the procedure
described above.

One of the collector’s 116 main responsibilities within
subnet 120 is to retrieve metering data from meters 114. In
one embodiment, collector 116 has as a goal to obtain at least
one successful read of the metering data per day from each
node in its subnet. Collector 116 may attempt to retrieve the
data from the nodes in its subnet 120 at a configurable peri-
odicity. For example, collector 116 may be configured to
attempt to retrieve metering data from meters 114 in its subnet
120 once every 4 hours. In greater detail, in one embodiment,
the data collection process may begin with the collector 116



US 9,277,297 B2

17

identifying one of the meters 114 in its subnet 120. For
example, collector 116 may review a list of registered nodes
and identify one for reading. The collector 116 then commu-
nicates a command to the particular meter 114 that it forward
its metering data to the collector 116. If the meter reading is
successful and the data is received at collector 116, the col-
lector 116 determines if there are other meters that have not
been read during the present reading session. If so, processing
may continue. However, if the meters 114 in subnet 120 have
beenread, the collector waits a defined length of time, such as,
for example, 4 hours, before attempting another read.

If during a read of a particular meter, the meter data is not
received at collector 116, the collector 116 may begin a retry
procedure wherein it attempts to retry the data read from the
particular meter. Collector 116 may continue to attempt to
read the data from the node until either the data is read or the
next subnet reading takes place. In an embodiment, collector
116 attempts to read the data every 60 minutes. Thus, wherein
a subnet reading is taken every 4 hours, collector 116 may
issue three retries between subnet readings.

In an embodiment, data collected and stored in the meters
114 of the system 110 of FIGS. 1, 2, 3A and 3B is organized
and extracted from each meter 114 in accordance with Ameri-
can National Standards Institute (ANSI) standard C12.19.
The ANSI C12.19 standard defines a table structure for utility
application data to be passed between an end device, such as
a meter 114, and a computer, such as the Network Manage-
ment Server 204 of FIG. 2. The purpose of the tables is to
define structures for transporting data to and from end
devices. C12.19 defines both a “standard table” structure and
a “manufacturers table” structure. In this embodiment, the
Network Management Server 204 includes a set of com-
mands for reading data from, and writing data to, one or more
(C12.19 tables in an end device, such as a meter 114. Those
commands may be transmitted to a meter 114 or other node in
accordance with the wireless networking protocol described
above.

The metering communication devices described herein,
such as meters 114 for example, may be used for test purposes
and/or production purposes. Described below are various
techniques (methods, systems and/or apparatus) that enable a
metering communication device to support metering accu-
racy tests. For example, a metering communication device in
a utility network may be able to change a network identifier
from an active utility identifier to a production identifier or a
test identifier. According to another example, a metering
communication device in a utility network may be configured
to perform metering accuracy tests when the metering com-
munication device is transmitting.

Utilities may desire to isolate a production system from a
test system and may also desire to move devices between a
test system and a production system. A production system
may refer to a system that monitors consumption for billing
purposes or the like. A test system may refer to a system that
tests and evaluates device and/or system functionality, for
example. As described herein, devices in a communication
system, such as a production system or a test system, may be
assigned a common utility identifier, for example, in order to
communicate within the system. A utility identifier may also
be referred to as a network identifier. Each network identifier
may correspond to a metering network. For example, the
devices in the communication system may include a collector
116 and/or meter 114 as described herein. Metering commu-
nication devices, for example, may communicate with other
devices that have a matching network identifier. These net-
work identifiers may be set in a secure manner for security
reasons.
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According to an exemplary embodiment, described herein
is ameans for autility or other network manager to change the
network identifier, such as the utility identifier for example,
from an active (or current) utility identifier to a production
utility identifier or a test utility identifier. The active utility
identifier may refer to a current network identifier assigned to
the device, and the active utility identifier may be a produc-
tion utility identifier or a test utility identifier. A list of valid
identifiers may be included in a configuration table in the
communication device. The configuration table, such as a
utility identification (ID) configuration table, may be stored in
a memory of a metering communication device. Each device
may be assigned a valid identifier and this valid identifier may
be loaded as part of the communication module’s configura-
tion in a local area network (LAN) configuration table. The
communication module may be implemented as a transceiver
by wireless communications circuitry 306' in FIG. 3B, and
may use the valid utility identifier to accept and process
messages that include a utility identifier that matches what is
programmed in the LAN configuration table.

According to an embodiment, a radio module, such as
wireless communications circuitry 306' for example, may
operate from one valid utility identifier at a time. There may
be a utility configuration table that includes a list of valid
utility identifiers associated with a metering communication
device 114. This configuration table, which may be referred
to as the utility ID configuration table or the utility configu-
ration table, may be stored in the memory 312" and may be
loaded at time of manufacture using security permissions that
may be specific to the manufacturing process. In some
embodiments, the utility configuration table may not be
changed after the meter 114 is manufactured at a factory.

A utility configuration table may include a list of valid
utility identifiers associated with a metering communication
device. For example, one utility identifier in the list may be a
production utility identifier. In some embodiments, the pro-
duction utility identifier may be the first identifier in the list.
Other utility identifiers in the list of valid utility identifiers
may include valid test utility identifiers that are assigned to
the device. The production utility identifier or a test utility
identifier may match the active utility identifier. The active
utility identifier may be previously programmed into a
device. The utility ID configuration table may include entries
for any number of valid utility identifiers. According to an
example embodiment, the utility ID configuration table may
include entries for eight valid utility identifiers. The number
of entries may be increased and/or decreased without limita-
tion.

According to an exemplary embodiment, when a commu-
nication device such as a metering communication device
leaves the factory after manufacture, the device’s LAN con-
figuration table may include the active utility identifier. The
active utility identifier may match the production identifier of
a customer’s communication (or metering) network. An
entry, such as the first entry for example, in the utility con-
figuration table may be programmed to match this production
utility identifier. The remaining entries in the utility ID con-
figuration table may include valid test utility identifiers. The
test utility identifier entries may not need to be populated. If
anentry is not used, it may be setto an invalid utility identifier.
For example, an entry may be set to zero if the entry is not
used.

In some embodiments, customers or users of a metering
communication device may not have access to directly write
entries into the LAN configuration table and/or the utility ID
configuration table. In some embodiments, a metering com-
munication device may support a function that provides a
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mechanism for the metering communication device to change
from one active utility identifier to another valid utility iden-
tifier. The function may be referred to as a change utility ID
function. For example, FIG. 4 illustrates an exemplary pro-
gramming and operating method 400 according to embodi-
ments in which the active utility identifier of a metering
communication device may be changed. The programming
method 400 may be implemented by a software tool, hard-
ware, or any combination thereof.

As illustrated in FIG. 4, at step 402, an active utility iden-
tifier of a metering communication device may be received by
the metering communication device. For example, the meter-
ing communication device may retrieve the active utility
identifier from a LAN configuration table stored in the
memory of the device. In some embodiments, the active util-
ity identifier may be reported, via a software tool or the
display 310' or the like, to a user or operator of the device. The
active utility identifier may correspond to a metering net-
work. For example, as shown in at 404, the metering commu-
nication device may communicate with one or more devices
in a network having the active utility identifier. At step 406,
the metering communication device may receive a list of one
or more valid utility identifiers that are associated with the
metering communication device. For example, the metering
communication device may retrieve the valid utility identifi-
ers from autility configuration table stored in the memory of
the device. In some embodiments, the valid utility identifiers
may be reported, via a software tool or the display 310' or the
like, to a user or operator of the device. In certain embodi-
ments, the first utility identifier read from the utility ID con-
figuration table, which may be the first entry in the table for
example, may be marked as the production utility identifier.

Atstep 408, some embodiments may allow a user or device
operator to select a specific entry in the utility configuration
table. After a specific entry is selected, the communication
device may verify that the specific entry is valid at step 410.
The communication device may respond to the select func-
tion by verifying that the selected entry includes a valid utility
identifier, such as a non-zero utility identifier for example. If
the entry includes a valid utility identifier, the process may
proceed to step 412 where the device’s active utility identifier
is changed to a valid utility identifier from the list of valid
utility identifiers. For example, the metering communication
device may internally copy the referenced utility identifier
from the utility ID configuration table to the LAN configura-
tion table at 412. In an embodiment, after changing the active
utility identifier, the device may have an active utility identi-
fier corresponding to another metering network that was
selected by the user. For example, the active utility identifier
may change from a production utility identifier to a test utility
identifier for communicating in a test network or from a test
utility identifier to another test utility identifier for commu-
nicating in another test network. At step 414, the metering
communication device may communicate with other devices
having the valid utility identifier corresponding to the other
metering network. In some embodiments, the contents of the
utility ID configuration table may be unchanged during the
programming method 400 and during the operation of the
metering communication device. In an embodiment, the
active utility identifier field in the LAN configuration table
may change during the exemplary programming and operat-
ing method 400, but the remainder of the LAN configuration
table may remain unchanged.

The exemplary programming and operating method may
be implemented by a variety of metering communication
devices, such as the meter 114 shown in FIG. 3B. For
example, the meter processor 305' may be configured to
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execute processor-executable instructions to control the
meter 114. The memory 312' may be configured to store a
variety of data such as processor-executable instructions, a
LAN configuration table, and a utility configuration table. A
transceiver, such as the wireless communications circuitry
306', may be configured to transmit and receive radio signals
in one or more metering networks. The metering network
which the transceiver communicates with may depend on the
active utility identifier of the meter 114. The processor 305'
may be configured to change the active utility identifier of the
meter 114 to a valid utility identifier from a list of one or more
valid utility identifiers associated with the meter 114. Accord-
ing to an example embodiment, each valid utility identifier in
the list of identifiers may correspond to a different network in
which the metering device may be implemented. Therefore,
the meter 114 may be configured to operate in a variety of
metering networks including production networks and test
networks. In some embodiments, the wireless communica-
tions circuitry 306' may be configured to operate in one or
more test modes while the processor 305' performs one or
more meter accuracy tests on the meter 114.

In some embodiments, production utility identifiers may
be set such that neighboring utilities, communicating using
other networks, have unique identifiers, thereby isolating pro-
duction networks from interfering with one another for
example. Test utility identifiers may also be assigned such
that neighboring utilities, communicating using other net-
works, have dissimilar test identifiers. The utility identifier
mechanism may provide flexibility in that a list of identifiers
may be set specifically for a given customer. The allowed
(e.g., valid) utility identifiers may be restricted to a list that
may be uniquely defined for each customer. The mechanism
to limit the allowed utility identifiers to a specific list may
provide a level of security, for example, that prevents a device
from being changed to communicate (e.g., interfere) with a
different utility’s production network.

According to an embodiment, metering communication
devices may be programmed with a factory encryption key.
The key may be assigned based on a customer identification
number, which may be referred to as a Custld for example.
The Custld may be unique for each customer. Devices may be
shipped with this unique factory encryption key, such as a
128-bit unique number for example. This factory key may be
used to change a device to a utility specified key. This utility
specified key may be periodically changed. Devices shipped
to a given customer may be shipped with different Custlds,
and the different Custlds may be used to differentiate between
a production and test utility identifier. For example, the Cus-
tID “Cust1_Production” may refer to a production key for the
utility identified with number 1, and the CustID “Cust1_Test”
may refer to a test key for the utility identified with number 1.

As described above, a customer may use a different Custld
to order devices for their production system than the customer
uses to order devices for a test system. Although production
Custlds and test Custlds may be different with respect to a
common customer, the production device factory encryption
keys may be different or the same as test device factory
encryption keys. Devices, such as those used in a production
system or one of many test systems for example, may be
shipped using the same Custld and/or the same factory
encryption key, thereby simplifying the key management and
order entry processes.

According to embodiments, metering test modes may be
combined with radio test modes into one function. This com-
bination may allow the impact of radio modes to be evaluated
during metering accuracy tests. Metering tests may be per-
formed by selecting a metering quantity, such as kWh deliv-
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ered and/or received, kVAh delivered and/or received, and/or
kVARh delivered and/or received for example. Metering tests
may configure the meter under test to output test pulses, such
as via an optical port and/or a separate test LED for example.
The test pulses may be in proportion to the amount of energy
seen by the meter. These test pulses may be counted and
compared to the amount of energy measured by a test stan-
dard and/or the comparison of the standard to the meter
results in a metering accuracy number. The capability to
configure and/or select a test output may be combined with
the ability to put the communication module (e.g., such as the
wireless communication circuitry 306’°s shown in FIG. 3B) in
the meter under test in a radio test mode, while the metering
accuracy tests are being performed.

Radio test modes may control a variety of radio test param-
eters of a metering communication device. For example, a
user may select to enable or disable the radio during a test. A
test may be conducted in which the radio constantly transmits
amodulated signal or an unmodulated signal. For example, an
unmodulated test signal may have a constant carrier at the
center frequency of the channel. Exemplary radio test param-
eters may also include a constant receive mode in which the
transceiver stays in receive mode and the transceiver does not
transmit. In an embodiment, a radio test parameter may allow
a user to select a delay between packet transmissions. For
example, the transmit duty cycle may be specified from a
value near zero percent to a value of 100% (e.g., constant
transmission). Another exemplary radio test may allow spe-
cific channels to be tested. For example, a list of channels may
be provided for a device that uses frequency hopping spread
spectrum communications.

The above test mode parameters may be representative of
various test modes that may be used by radio devices and/or
other test modes or parameters may be added.

According to embodiments, the metering test mode param-
eters may be combined with the radio test mode parameters
into a single function that may be executed against a metering
communication device. For example, the meter may receive a
function with parameters to separately control the metering
test mode state; metering test mode parameters, which may be
used if the metering test mode is selected for example; the
radio test mode state; and/or radio test mode parameters,
which may be used if the radio test mode is selected for
example.

The combination of the test modes may allow many com-
binations of tests. Examples of types of tests that may be
performed using the combination of test modes may include,
but are not limited to: metering accuracy tests with radio
disabled; metering accuracy tests with radio in receive mode;
metering accuracy tests with radio transmitting 100% of the
time; and/or metering accuracy tests with radio transmitting
at various duty cycles (e.g., 10% to 100%).

All or portions of the methods and apparatus described
above may be embodied in hardware, software, or a combi-
nation of both. When embodied in software, the methods and
apparatus of the present invention, or certain aspects or por-
tions thereof, may be embodied in the form of program code
(e.g., computer-executable instructions or processor-execut-
able instructions). This program code may be stored on a
computer-readable medium or a processor-readable medium,
such as a magnetic, electrical, or optical storage medium,
including without limitation, a floppy diskette, CD-ROM,
CD-RW, DVD-ROM, DVD-RAM, magnetic tape, flash
memory, hard disk drive, or any other machine-readable stor-
age medium, wherein, when the program code is loaded into
and executed by a machine, such as a computer or server, the
machine becomes an apparatus for practicing the invention. A
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device on which the program code executes, such as meter
114 and/or collector 116 will generally include a processor, a
storage medium readable by the processor (including volatile
and non-volatile memory and/or storage elements), at least
one input device, and at least one output device. The program
code may be implemented in a high level procedural or object
oriented programming language. Alternatively, the program
code may be implemented in an assembly or machine lan-
guage. In any case, the language may be a compiled or inter-
preted language. When implemented on a general-purpose
processor, the program code may combine with the processor
to provide a unique apparatus that operates analogously to
specific logic circuits.

While systems and methods have been described and illus-
trated with reference to specific embodiments, those skilled in
the art will recognize that modifications and variations may
be made without departing from the principles described
above and set forth in the following claims. For example,
although in the embodiments described above, the systems
and methods of the present invention are described in the
context of a network of metering devices, such as electricity,
gas, or water meters, it is understood that the present inven-
tion can be implemented in any kind of network. Also, while
the exemplary metering system described above is a fixed
network, the present invention can also be employed in
mobile (walk by/drive by) systems. Accordingly, reference
should be made to the following claims as describing the
scope of the present invention.

What is claimed is:
1. Ata metering communication device, a method for oper-
ating in a production system and a test system, the method
comprising:
receiving an active utility identifier of the metering com-
munication device, the active utility identifier corre-
sponding to a first metering network that is part of one of
the production system or the test system;

communicating, using the active utility identifier, with one
or more devices residing on the first metering network
having the active utility identifier;
receiving a selection of an entry in a utility configuration
table that includes one or more valid utility identifiers
associated with the metering communication device that
enable the metering communication device to commu-
nicate on a second metering network that is part of the
other one of the production system or the test system;

determining whether the entry includes one of the one or
more valid utility identifiers associated with the meter-
ing communication device;

if the entry includes one of the one or more valid utility

identifiers, changing the active utility identifier of the
metering communication device to the respective valid
utility identifier of the one or more valid utility identifi-
ers; and

communicating, using the valid utility identifier, with one

or more other devices on the second metering network
having the valid utility identifier.

2. The method of claim 1, wherein changing the active
utility identifier of the metering communication device com-
prises:

copying the entry in the utility configuration table to an

active utility identifier field in a local area network
(LAN) configuration table.

3. The method of claim 1, wherein the active utility iden-
tifier is received from a local area network (LAN) configura-
tion table, and wherein the one more valid utility identifiers is
received from a utility configuration table.
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4. The method of claim 1, wherein:

the first metering network comprises a production meter-

ing network;

the valid utility identifier comprises a test utility identifier

used for communicating in a test metering network; and
the second metering network comprises the test metering
network.

5. The method of claim 1, wherein:

the first metering network comprises a test metering net-

work;

the valid utility identifier comprises a production utility

identifier used for communicating in a production
metering network; and

the second metering network comprises the production

metering network.

6. The method of claim 1, wherein the valid utility identi-
fier comprises a test utility identifier, the method further com-
prising:

operating the metering communication device in one or

more radio test modes; and

while operating the metering communication device in the

one or more radio test modes, performing one or more
metering accuracy tests on the metering communication
device.

7. The method of claim 6, wherein operating the metering
communication device in one or more radio test modes com-
prises at least one of:

disabling radio communications in the metering commu-

nication device;

transmitting a modulated signal;

transmitting an unmodulated signal;

operating the metering communication device ina constant

receive mode; or

transmitting a test signal at a selected duty cycle.

8. The method of claim 6, wherein performing one or more
accuracy tests comprises:

measuring a quantity;

outputting one or more test pulses, the one or more test

pulses being proportional to the quantity; and
comparing the one or more test pulses to a test standard.

9. A metering communication device comprising:

a transceiver configured to transmit an active utility iden-

tifier to a plurality of metering networks;

amemory configured to store the active utility identifier for

communicating in an active metering network of the
plurality of metering networks, the active metering net-
work being part of one of a production system or a test
system, wherein the memory is further configured to
store one or more valid utility identifiers in a utility
configuration table for communicating in a second
metering network of the plurality of metering networks,
the second metering network being part of the other one
of the production system or the test system; and

a processor configured to:

receive a selection of an entry in a utility configuration
table that includes one or more valid utility identifiers
associated with the metering communication device
that enable the metering communication device to
communicate on the second metering network;

determine whether the entry includes one of the one or
more valid utility identifiers associated with the
metering communication device; and

if the entry includes one of the one or more valid utility
identifiers, change the active utility identifier of the
metering communication device to a valid utility
identifier of the one or more valid utility identifiers
associated with the metering communication device
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to enable the metering communication device to com-
municate with the second metering network of the
plurality of metering networks.

10. The metering communication device of claim 9,
wherein the active utility identifier comprises a production
utility identifier, and wherein the one or more valid utility
identifiers comprise test utility identifiers.

11. The metering communication device of claim 9,
wherein the transceiver is further configured to communicate
with one or more other devices in the plurality of metering
networks, each of the other devices having a utility identifier
equivalent to the active utility identifier of the metering com-
munication device.

12. The metering communication device of claim 9,
wherein the active utility identifier comprises a first test utility
identifier, and the valid utility identifier comprises one of a
second test utility identifier or a production utility identifier.

13. The metering communication device of claim 9,
wherein the processor is further configured to:

copy the entry in the utility configuration table to an active

utility identifier field ina LAN configuration table stored
in the memory.

14. The metering communication device of claim 9,
wherein the transceiver is further configured to operate in one
or more radio test modes, and the processor is further config-
ured to, while the transceiver operates in the one or more radio
test modes, perform one or more metering accuracy tests on
the metering communication device.

15. The metering communication device of claim 14,
wherein the transceiver is further configured to:

disable radio communications in the metering communi-

cation device;

transmit a modulated signal;

transmit an unmodulated signal;

operate the metering communication device in a constant

receive mode; or

transmit a test signal at a selected duty cycle.

16. The metering communication device of claim 14,
wherein, while the transceiver operates in the one or more
radio test modes, the processor is further configured to:

measure a quantity;

output one or more test pulses, the one or more test pulses

being proportional to the quantity; and

compare the one or more test pulses to a test standard.

17. A non-transitory computer-readable storage medium
having computer-executable instructions stored thereon for
performing the steps of:

receiving an active utility identifier of a metering commu-

nication device, the active utility identifier correspond-
ing to a first metering network that is part of one of a
production system or a test system;

communicating, using the active utility identifier, with one

or more devices residing on the first metering network
having the active utility identifier;
receiving a selection of an entry in a utility configuration
table that includes one or more valid utility identifiers
associated with the metering communication device that
enable the metering communication device to commu-
nicate on a second metering network that is part of the
other one of the production system or the test system;

determining whether the entry includes one of the one or
more valid utility identifiers associated with the meter-
ing communication device;

if the entry includes one of the one or more valid utility

identifiers, changing the active utility identifier of the
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metering communication device to the respective valid
utility identifier of the one or more valid utility identifi-
ers; and

communicating, using the valid utility identifier, with one

or more other devices on the second metering network 5
having the valid utility identifier.

18. The computer-readable storage medium of claim 17,
wherein the active utility identifier comprises a production
utility identifier, and wherein the one or more valid utility
identifiers comprise test utility identifiers. 10
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